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Credit card fraud is agrowing crime in the United
States. It affects everyone—bankers, merchants and
consumers. Although consumers have some financial
protection from fraudulent use, loss of credit cards can
be a time-consuming nuisance. Reporting the loss and
getting new cardsis necessary. One New Y orker said
it took three months to get fraudulent charges off his
bill after his wallet was stolen.

The growing use of automated teller machine cards
creates more problems. Protections afforded consum-
ers of these services are quite different from credit
cards, and potential losses to the card users are much
greater.

Stolen credit cards have been a problem for along
time. Now that ordering merchandise by telephoneisa
common practice, all athief needsis your name and
account number to make charges. He doesn’t have to
have your card. Counterfeiting is reported to be on the
increase. All kinds of schemes are used to get names
and numbers, including use of discarded carbons from
transaction dlips.

Liability of Cardholders

Credit cards. You areliable only for the first $50
charged to your account by an unauthorized user. Y ou
do not have to pay for any unauthorized charges made
after you notify the card company of loss or theft of
your card. If you act quickly, you may not have any
loss. Naotification can be made by telephone or in writ-
ing. It is recommended that you follow up a phone call
with aletter confirming your call.

If your cards have been used illegally and you have
had to pay the first $50 on one or more cards, check
your homeowners policy for reimbursement. M ost
policies provide coverage up to $500. No deductible
applies to this coverage.

For the credit card issuer to hold you liable, they
must have provided you with atelephone number, ad-
dress or both that you can use for notification. In addi-
tion, the card issuer must provide some method by

which the cardholder or authorized user can be identi-
fied, such as asignature or photograph on the card.

Transactions not involving the card such as
phone orders. The cardholder may not be held liable
when the card itself (or some other sufficient means
of identification) is not presented. Because the issuer
has not provided a means to identify the user under
these circumstances, the issuer has not fulfilled one of
the conditions for imposing liability. For example,
when a person orders merchandise by telephone,
without authority to do so and using a credit card ac-
count number, no liability may be imposed on the
cardholder.

Automated teller machine cards. If your auto-
mated teller machine (ATM) card is stolen and used,
your liability could be much more than the $50 limit
on credit cards.

If you notify the card issuer within two days after
you discover the ATM card loss, your liability cannot
exceed $50. If you do not notify the financial institu-
tion within two business days after learning of atheft
or loss you can be liable for the amount taken from
your account, up to a maximum of $500.

If an unauthorized transfer occurs and you do not
discover it until it shows up on your monthly bank
statement, you must notify the bank within 60 days
after the statement was mailed to you. Your liability is
$50 or the amount of the transaction, which ever is
less. If you do not tell the bank within 60 days, you
may be liable for all losses resulting from unautho-
rized use of the card after the 60-day period. This
means you could lose al the money in your account.

TAKE PRECAUTIONS
WITH YOUR CREDIT CARDS

Examine your statement. Keep your sales slips
and check your monthly statement carefully, compar-
ing sales dlips with the charges on the statement. If
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there are charges you did not make, notify the card
company immediately. Examining your statement is
the single most important thing to do, says a security
expert at the Bank Administration Institute, a banking
research group. Be particularly watchful when you
have a big bill because of travel or holiday shopping.

Make alist. Set up arecord right now of all your
credit cards, the account numbers, addresses and
phone numbers of the issuing companies. Keep the
list in a safe place, but not with your credit cards. This
information isvital if your cards are lost or stolen.
Note whether there is afree 800 number to call, or a
number that can be called collect. Thisinformation
will be on the disclosure statement that comes with
your new card and with each renewal card. It may
also be on the back of your credit card.

Travel with care. Do not travel with more credit
cards than you need for the trip. Leave the rest at
home in your safe deposit box. If your cards are stolen
or lost, you will need the card company phone num-
ber. Carry this separately from the cards.

Report aloss at once. If your cards are lost or sto-
len, natify the card issuer immediately. Y ou are not
liable for any charges made on your card if notifica-
tion is made before the card is used.

K eep cards separate from cash. It is best not to
carry your credit cards in your wallet. Use a separate
card holder or a purse that has inside zipped pockets
for credit cards so you will not lose everything if your
wallet islost or stolen.

Treat cardsas cash. Do not leave them lying
around loose in a coat pocket, in the house or in the
glove compartment of a car. Never toss an expired
card in the trash without first cutting it up. If you de-
cide to discontinue the use, notify the company to
close your account. Do not lend your card to anyone.

Limit the number of cardsyou own. The fewer
you have, the fewer you need to keep track of. Some
authorities say one, or two at the most, major all-
purpose cards is enough. Also limit gasoline and re-
tail cards.

Get your card back. Be sure your card is returned
after each transaction. Also, check to seethat it is
your card rather than a substitute card.

Watch the salesper son. Present your card only af-
ter completion of asale. Watch how your card is
handled during the transaction and see that only one
dip isimprinted. Be sure the amount handwritten or
imprinted on your receipt is correct.

Be cautious using your card by phone. Beware of
anyone who wants your credit card number over the

telephone. Counterfeiters use tricky callsto get valid
numbers.

Common sense will be your guide because there
may be occasions when you must give your credit
card number over the phone, such as to guarantee
hotel reservations. Use your credit card number to
order merchandise by phone only when absolutely
necessary.

Tear up carbons. Large counterfeiting ringsin
New Y ork and Florida were found to be using the car-
bons from transaction dlips. Some people now tear up
the carbon after a transaction so it can’t be recovered
from awaste basket and used by counterfeiters or dis-
honest salespeople.

SERVICE PROTECTION PLANS

A number of companies offer a credit card listing
service. For $12 to $20 ayear, the company offersto
register your credit cards and, if they are lost or sto-
len, they will notify al the credit card companies.

Before you decide to sign up for one of these plans,
give some thought to whether you really need the ser-
vice. Remember, federal law provides that the most
you can be held liable for is $50 per card, and thisis
only if someone uses the card before you notify the
company of itsloss or theft.

If you carry alarge number of credit cards, this
could add up if each one was used. If you carry only a
few cards, you may prefer to handle naotifications
yourself rather than paying the annual fee.

PROTECTING YOUR ATM CARDS

Bankers say there isless fraud involving the cards
used in automated teller machines, because you need
apersona identification number (PIN) aswell asthe
card to get into the system. One of every three losses
that banks and their customers suffer from fraudulent
use of automated teller machines involves a member
of the cardholder’s family. According to Visa Interna-
tional, which distributes ATM cards as well as credit
cards, the second-most-common fraud pattern in-
volvestheft of ATM cards on which card holders
have written their personal identification numbers.

Memorize your PIN number. Do not writeit on
your card. Also, do not write it on other cardsin your
wallet, such as your Social Security card. Arizona
bank officials found the PIN number on 25 percent of
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the teller-machine cards they examined in an informal
survey.

Choose arandom number. If you choose your
own teller-machine identification number, stay away
from your birthdate, Social Security humber, address
and phone number. Thieves try these numbers first.

Check your statement. Aswith credit card bills,
check your statement carefully and report any unau-
thorized chargesimmediately.
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